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Abstract — The aim of this research is to identify the availability levels of fear, neutralization, and Information 

Systems Security (ISS) and determining the impacts of Fear, and Neutralization on ISS. The primary data of the 

study collected using manual distributed questionnaire. By using appropriate statistical test, the collected data 

has been analyzed. The reliability and hypotheses tested using several statistical methods such as multiple and 

linear regression test. While validity tested using Cronbach's alpha. The findings of the study shown there is a 

significant statistical effect of fear and neutralization on the information system security which explains (40.3%) 

of the variation in ISS. Also, ISS availability level is high as the mean is (3.49) and the responses are very close 

as the Standard Deviation is (0.98). the research suggested to Study more variables that may affect ISS and 

increase restrictive procedures of information security and make sure that everyone in organizations are 

understand the sequences of violating them.  
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I. INTRODUCTION  

Information systems security stay the highest grade of main concerns which information systems 

administrators faced. Forced entree to storage rooms and computer were most old fears as well as devastation by 

Natural disasters. However, keeping data and information systems protective from incidental or deliberate 

illegal access, detection, modification, or demolition are current attention focus. Consequently, these actions can 

lead to disturbance service to customers which may drove to organization failure [1]–[3]. The breaches to ISS 

probably at least half of them are made by internal workers, mostly attributed to unlicensed system access. The 

reduction of incidence of ISS cracks by internal personnel could happen by focus more on internal threats to ISS 

that can arise when information handled by employees in their daily tasks [4], [5]. 

The use of information technology (IT) growing speedily by organizations and that has extremely changed 

assets and critical resources, since they have become digital and consequently transferrable more easily [6], [7]. 

Therefore, it is essential to warrant that information is not leaked or altered accidentally [8]. The preliminary 

idea to protect the resources and safeguarding organizations important information of from such threats, is the 

improvement of information security policy documents that list, for example, appropriate and inappropriate ISS 

actions for employees [9], [10]. 

Supposing that ISS policy take place in a work setting, so role values are potentially essential in ISS. The 

required ISS acts in the ISS rules are viewed as applicable and justified, at what range it is related to the nature 

of the work the person performs. In addition, role values may be a general reason behind different ISS policy 

compliance behaviors (or intentions thereof) [11]. However, this study strives to identify to what extent fear, and 

neutralization may affect Information Systems Security. Therefore, the main goal of this study is to identify the 

effects of fear, and neutralization on Information Systems Security. 

 

II. LITERATURE REVIEW  

The theory of neutralization (ToN) suggested by Sykes and Matza (1957) explained the ability of individuals 

to overcome social standards and other preventive mechanisms and adopt different behaviours[12].  This 

theory’s elementary principle is that reasons justified by people for why they are able to make an exception to a 

rule, policy, or law, thereby violating the accepted standard [13].  The ToN increases our understanding of ISS 

research by proposing that people create excuses as rationalizations, through which they rationalize their 

insecure behaviors to themselves. Neutralization techniques used by Siponen and Vance (2010), and Barlow et 

al. (2013) to clarify noncompliance (intention) of employee with ISS policies within organizations [11], [13], 

[14]. 
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Boss et al. (2015), and Johnston et al. (2015) reported the significance of the fear element in understanding 

compliance intentions.  Fear has come to ISS through PMT and fear appeals.  While fear is studied in health 

psychology and related to the dodging of health threats[15], lacking fear constructs in the PMT applications is 

criticizing in ISS research [16]–[18].  Fear makes sense in health psychology, where the threat refers to serious 

health threats or ―noxious medical examination‖[15].  However, what is debatable is whether the fear of ISS 

risks is theoretically the same as the fear of health threat.  In the case of our measurements of fear, the measures 

which not retained are those reflect fear as an emotion, such as terrifying and afraid.  Instead, warnings of 

probable threats were retained as fear. Future research should examine to what extent ISS threats really evoke 

fear. Could also affect whether ISS threats evoke fear by different types of threats. For instance, that only ISS 

threats could be viewed as being serious, similar to worries that someone will access one’s personal bank 

account, evoke fear[11]. 

From a business viewpoint, the classification of insider spying outlines by Maasberg (2014) as an outcome of 

personal crisis and tendency for interior insurgence which could lead to steal, fraud or vandalism knowledgeable 

property[19]. In the interdisciplinary study of information systems security and criminology, Siponen and Vance 

(2010) display techniques of neutralization that employees used to decline the perceived harm of their policy 

infringements[13]. in the social sciences discipline, Ugrin and Pearson (2010) have conducted experimental 

studies on the watching and revealing others to pornography and cyber-loafing as a non-compliance form to 

internal policies of the organization[20]. Warkentin, Malimage, and Malimage (2012) propose in their 

researches which based on criminology studies that depending on the sorts of negative (punishment), positive 

(reward) or sanctions present, then through diverse cultures employees might influenced differently by them[21]. 

Interestingly, Takemura (2014) suggested in his empirical studies in Japanese culture that through the threat of 

punishment, violating security policy cannot essentially be deterred[22], [23]. 

According to Whitman (2004), awareness of user is publicized as a strong mechanism to rise compliance and 

decrease internal wrong using[24]. Bulgurcu et al.(2010) defined information security awareness as a general 

knowledge of an employee about information security and his or her awareness of the information security 

policy of the organization[25]. While Siponen (2000) point out, that this definition is steady with the view that 

security consciousness is a situation in which workers are conscious and are fully dedicated to the security 

objectives their organizations[26]. According to Kritzinger & Smith (2008), Information security awareness 

forms guarantees that all workers are conscious of their role and accountability with respect to information 

security since it is a part of information security management (Joo & Hovav, 2016)[27]–[30]. 

Johnston and Warkentin (2010) used the Fear Appeal Model which explains that behavioural intentions of 

end user to comply with suggested security acts does effected by fear appeal. Since needs of safety (the need to 

feel secure and safe, and threats free) high ranked among our needs, through compliance with security 

procedures, public are expected to sustain a security feeling [26], [31]. However, since users in the future may 

not completely recognize all probable risks, Web-based IIS might contain greater threats comparing to 

traditional IS. As the stage of ICT in Peru is quite low, this shortage of awareness is probable to be more 

significant. Therefore, intention of users to use and adopt the proposed IIS is likely to have a negative effected 

by perceived security threat [30], [32]–[34]. 

Researchers and specialists in IS have struggled to problematize violations of IS security and to recommend 

suitable interventions from several other lenses such as neutralization and rationalization [13], [25]  

common IS theories have drawed up Additional experiential studies on security violations which are seen as 

normative and prescriptive, for instance Motivation [21], [35], Deterrence theory[4], and Protection [23], [36]. 

To design a reliable security system, a set of security policies, aware staff, procedures, time, effort, and 

technical and financial resources are required for information security’s Implementation. It is conspicuous that 

the management of the organization’s information systems becomes more sophisticated with increased numbers 

of applications, employees, and systems. To determine secure use of hardware and software, and to facilitate 

and encourage secure employees’ behaviour, organizations utilize ISP[37]. Those policies generate a secured 

system, if they were accurately planned, implemented, distributed, monitored, refined and supported by senior 

management[38], [39]. It is significant for the institutions to consider the necessity of setting up criteria of 

Information Security standards; they should communicate, cooperate and coordinate to implement information 

security at all institutional levels [40], [41]. 

III. RESEARCH MODEL  

Based on the literature the suggested model is presented in figure (1). More, the research suggests the 

following hypotheses: 
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Figure (1): suggested Model 

H1: Fear has positive effect on information systems security within the organization. 

H2: Neutralization has positive effect on information systems security within the organization. 

IV. RESEARCH METHODOLOGY 

A questionnaire-based survey has been distributed manually to collect the primary data about the study 

variables (fear, and neutralization). However, the study instrument has been prepared based on previously 

validated models [11], [42]. All the instruction to get the questionnaire filled up has been written on the first 

page, and confidentiality and privacy has been confirmed. Moreover, five–point Likert scale was adopted 

ranging from 1 strongly disagree to 5 strongly agree. The final version of the questionnaire was distributed to 

the targeted staff (100) randomly from higher education institutions in Oman, only 84 questionnaires were 

returned. A 5 questionnaires were rejected because some have the same answer for all questions in all sections, 

and many questions left without answers. Therefore, the valid questionnaires for analysis were 79 questionnaires 

with a rate of (79%) which is considered as a good rate in the area of Information Systems. Further, reliability 

test (Cronbach's Alpha) was used to check the validity of the gathered data which obtained by questionnaire. 

The results of this aforesaid test, as appears in table (1), confirmed the internal consistency of construct and 

measures validity. As well as, simple and multiple regression were used for hypotheses test. 

 

V. DATA ANALYSIS  

Table 1 shows the coefficient of alpha Cronbach’s which are ranging from (0.637) for neutralization, (0.729) 

for the fear, and (0.770) for ISS.  

Table 1. Descriptive and Reliability Statistics 

 N Mean Std. Deviation Cronbach's Alpha 

Fear 79 4.3080 .47072 .729 

Neutralization 79 3.8734 1.09037 .637 

ISS  79 3.4937 .98219 .776 

 
Multiple linear regression analysis was conducted with the fear, and neutralization as predictor variables, and 

ISS as a dependent variable. 
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Table 2. Results of regression analysis a 

Adjusted R2 F Sig. 

.388 25.693 .000b 

a. Dependent Variable: ISS 

b. Predictors: (Constant), fear, neutralization 

Table 3. the results of hypotheses test a 

Suggested Hypotheses B Std. Error Beta t Sig 

 H1 .438 .086 .486 5.082 .000 

H2 .553 .200 .265 2.769 .007 

a. Dependent Variable: ISS  

 

A number of 79 responses have been analyzed. The statistical results presented in Table 2 shows that the 

entire model was significant {F (2, 79) = 25.693, P< 0.001} with adjusted R
2
 being (0.388) which explains only 

(38.8 %) of the changes in the ISS. Both constructs fear (β = 0.438; t = 5.082), and neutralization (β = 0.553; t = 

2.769) were significant. 

VI. DISCUSSION 

The main objective of this study is to identify the effects of fear and neutralization on ISS. Most of 

respondents are males and their age ranging between 30 and 50 years, and the majority have an experience more 

than 10 years. The availability level of fear is high since the mean is (4.31) and the responses of the participators 

are very close as the standard deviation is (0.47). Also, the availability level of neutralization is high because the 

mean is (3.87). In addition, ISS availability level is high as the mean is (3.49). 

After analysing the data and testing the hypotheses, the study revealed that fear and neutralization have a 

significant statistical impact on ISS and explains (38.8%) of the variation in the independent variable. The study 

found that a lot of respondents have awareness about information system security. Even though there is a need 

for more focus on other factors and variables witch effect the ISS. 

According to the results, the organizations should increase restrictive procedures of information security and 

make sure that all employees will understand the sequences of violating them and enhancing the background of 

people about the importance of Information system security to avoid any problems, 

VII. CONCLUSION 

Current study aimed to identify the influences of fear and neutralization on ISS. After data analysis and 

hypotheses testing, the results show that of fear and neutralization has a significant statistical influence on the 

ISS. In future there is a need to study more variables which may affect the ISS such as trust, and privacy. 
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